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Cyber governance is no longer about
staying ahead of the curve - it's about
seeing the curve before it hits.

This report is part of our commitment
to helping the market do exactly that.
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Business leaders find themselves confronted with a paradox:
despite increased budgets and elevated priorities, the market
is still experiencing increasing cyber threats and escalating
cyber-related financial damages. And while many indicators
suggest that cyber resilience is improving, this contradiction
challenges conventional thinking and underscores the need
for an expanded approach to unpacking and managing cyber
risk. The answer is harnessing the transformative power of
financially and data-driven cyber governance to align
investments with those cyber risks that are potentially most
harmful to an organization.

X-Analytics draws on a world-class data backbone of actual
cyber incidents and threat actor behavior to illuminate this
paradox. Our research reveals how organizations across
industry verticals are navigating complex and fast-evolving
threats, and how financially intelligent decision-making —
rooted in real loss data — can deliver measurable improvement
in posture and preparedness.

Modern But stability is fragile. Modern cyber risks unfold in

begi ns when cyber nanoseconds, outpacing traditional governance and

. . measurement frameworks. We propose that cyber risk
risk is seen through : "
management must evolve to reflect not just probability and

a financial lens - not impact, but also velocity — the speed at which cyber risks
jUSt a technical one. escalate into real-world consequences.

This report explores global and industry insights drawn from
the X-Analytics Research Team, offers a fresh view of cyber
risk grounded in financial reality, and delivers provocative
guidance for leaders seeking to align cybersecurity with

strategic business resilience. %\/
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The Paradox of Cyber Risk:
A Fragile Balance Between Risk and Losses

Introduction

The business impact of cyber risk is no longer theoretical — it's
demonstrable, financial, and industry-specific. Organizations are
increasingly looking beyond compliance checklists and control audits
toward data-driven cyber governance models that align with enterprise
risk and strategic outcomes.

X-Analytics serves as a lens into this evolution. With a data foundation
built on observed cyber losses and threat actor behavior across 21
industry verticals, the platform enables organizations to contextualize
their exposure and prioritize risk mitigation where it matters most.

This report is not about a single metric — it's about what the data reveals.
Behind every benchmark and baseline is a story about threat evolution,
control performance, sector resilience, and financial risk. By surfacing
those stories, we empower decision-makers to improve outcomes.

We also introduce a critical concept: risk velocity. In a landscape where
attacks can cascade in minutes, time has become the most precious
commodity. Cyber governance must be able to measure, anticipate, and
respond to velocity — not just volume.
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The Cyber Risk Paradox:
Resilience Under Pressure

The Cyber Risk Paradox: Resilience Under Pressure

Cyber-related losses continue to grow, driven by ransomware, data breaches,
business interruptions, and misappropriation. Yet many organizations are
showing signs of progress in risk reduction and improved control deployment.
This apparent contradiction is the new reality: resilience is starting to work — but
it's being tested constantly.

Key Insights:

Data-Informed Governance Drives Progress
Organizations that base decisions on loss data, threat patterns, and control
performance see more effective and efficient risk reduction.

Strategic Investment Alignment Matters
Cyber investment is trending up, but only data-driven allocation ensures ROI.
The key is targeting high-impact areas based on observed loss drivers.

Improved Maturity, Uneven Results
Control maturity is rising, but threat actors continue to adapt. What worked
last year may not work this year. Industry variation is substantial.

Velocity Is the New Wildcard
Cyber risk is not static. Cyber governance must account for the pace at
which losses materialize. Traditional board-level frameworks must evolve to
match this urgency.

The organizations that lead tomorrow

are the ones that
- and act decisively today.
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X-Analytics Research:
The Foundation of the Platform

At the heart of X-Analytics is a dedicated research team that
transforms raw cyber data into actionable intelligence. This team

serves as the foundation of the platform — constantly ingesting,
validating, and enriching cyber loss and threat context data across
21 industry verticals and 18 global geographic regions.

World Class Research. Actionable Cyber Clarity.

The following definitions offer a helpful guide to

UnS S Aeilies (REEEEE L CUE) ClEiE interpreting the data used throughout this report:

from 118 vetted data sources, which fall into
four key categories:
Public and Government Sources
Premium Research Sources
Industry Reports
Proprietary Sources exclusive to X-Analytics
and not available elsewhere

Cyber Exposure Ratio (% of Revenue): A financial
representation of an organization's estimated cyber-
related losses divided by annual revenue. This
normalizes risk across industries and company sizes.

Loss Categories

e Data Breach (DB): Involves unauthorized access
to or theft of sensitive data (e.g., Pll, PHI,
credentials).

e Business Interruption (BI): Refers to disruptions in
operations, such as outages from ransomware or
denial-of-service attacks.

* Ransomware (R): A distinct category highlighting
losses from ransom payments, data recovery, and
business downtime caused by encryption-based
extortion.

» Misappropriation (MI): Encompasses intellectual
property theft and financial fraud including
business email compromise and payment
manipulation.

This data is updated monthly, allowing the
platform to stay aligned with emerging patterns
in threat actor behavior, control efficacy, and
financial exposure.

Through this rigorous process, the X-Analytics
Research Team ensures that every metric,
benchmark, and recommendation in the
platform — and in this report — is grounded in
observable, validated reality.

With data spanning 21 industry verticals, this
report presents a sector-by-sector view of
cyber risk posture, loss trends, and control
maturity.

Cyber Maturity (%): An index from O to 100
representing the effectiveness and completeness of a
company's cyber controls across functions such as
Identify, Protect, Detect, Respond, Recover, and
Govern.

Some industries are seeing measurable gains in
resilience; others face rising loss acceleration.
These insights provide organizations with peer
benchmarks and strategic intelligence.

A/
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Industry Perspectives:
Cyber Risk in Context

With data spanning 21 industry verticals, this report presents a
sector-by-sector view of cyber risk posture, loss trends, and
control maturity.

Some industries are seeing measurable gains in resilience; others
face rising loss acceleration. Each vertical showcases different
pressures - from regulatory intensity to threat actor targeting
preferences. These insights provide organizations with peer
benchmarks and strategic intelligence.

X-Analytics Insights: By the numbers

Overall Cyber Overall Average
Exposure Ratio Cyber Maturity

1.33% 47.4%

through March 2025 through March 2025

Industry 133 47.4
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Cyber Exposure Ratio Cyber Maturity

Across all X-Analytics data - including all industry verticals and geographic regions - the
average unaddressed Cyber Exposure for companies represents 1.33% of their annual
revenue, and the average Cyber Maturity is 47.4% (out of a possible 100%). ‘
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Industry Perspectives:
Cyber Risk in Context

Digging deeper, the following offers a comparative, high-level
view of the state of cyber exposure and cyber maturity across
industries as measured by X-Analytics. These benchmarks support

the broader narrative of a market under pressure, but increasingly
capable of response.

X-Analytics Insights: Digging Deeper

Overall Cyber Exposure Ratio: 1.33% Average Cyber Maturity: 47.4%
Overall cyber exposure is comprised of four macro cyber loss Cyber Maturity is a measure of how well an organization can
categories (below) - the sum of which equals the aggregated protect itself and its digital assets from cyber attacks and
exposure ratio. This provides insights on the nuanced human error. 0% equals no maturity; 100% equals perfect
challenges of cyber risk. maturity.

Data Breach Identify (ID)
Detect (DE)
Business Interruption
Protect (PR)
Misappropriation Respond (RS)
Recover (RC)
Ransomware
Govern (GV)
00 01 02 03 04 05 06 07 0 10 20 30 40 50 60 70
Cyber Exposure Ratio Cyber Maturity

Additional Insights:
» Range of Cyber Exposure: Lowest in Wholesale (0.28%),
highest in Education (3.43%)
¢ Most Common Risk Vectors: Ransomware, Business Email
Compromise, Cloud misconfiguration
¢ Frequent Mitigation Priorities: Asset inventory, secure
development, data volume minimization

This summary offers context for interpreting the detailed industry
spotlights that follow and reinforces the central insight: while risk
is rising, the market is not defenseless - resilience is measurable
and actionable.

www.x-analytics.com
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Industry Perspectives:
Making it Real: $200B in Cyber Risk Exposure

Across the Fortune 1000, the cumulative FORTUNE

financially unaddressed cyber risk totals an 'I OOO

X-Analytics Insights: Applying to the Fortune 1000

The above estimate is based on the X-Analytics industry benchmark of 1.33% average cyber
exposure, applied to the estimated average $15 billion annual revenue per Fortune 1000 company. It
reflects the scale of real, addressable financial risk borne by the largest organizations in the U.S.
economy.

For an individual Fortune 1000 company, this equates to approximately $200 million in unaddressed
cyber exposure per year.

These are not theoretical values - they are derived
Here's how that breaks down: from verified, published loss events across
« Data Breach: $7.42 million industries, modeled by X-Analytics into actionable

Business Interruption: $67.7 million financial terms.

Misappropriation: $29.8 million
Ransomware: $95.4 million Naturally, individual company exposure varies

based on sector, maturity, and operational
dynamics. X-Analytics accounts for those in real
time. But this calculation offers a starting point - a
concrete, defensible number that transforms cyber
from abstract risk into boardroom-ready financial
reality.

Avg. Fortune 1000 Financial
Exposure by Loss Category

Data Breach
Business Interruption

Misappropriation

Multiply your organization’s annual revenue
by your industry’s benchmark exposure

Ransomware

0 20 40 60 80 100 ) s
) ) percentage from this report to estimate
Financial Exposure

($M USD) your exposure baseline.

This is where cyber governance shifts from
compliance to clarity - and where financial
leadership begins.
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Industry Perspectives:
Sample Industry Spotlights

Cyber risk is not one-size-fits-all. While the preceding sections have explored global patterns and
structural insights, the following sample industry spotlights reveal how those forces play out within
specific sectors. Each profile draws on the verified loss data, threat scenarios, control maturity
metrics, and mitigation priorities that uniquely characterize each industry.

These spotlights serve both as benchmarks and strategic references - helping organizations
understand where they stand, what risks are most material in their sector, and which actions may
yield the greatest return.

Healthcare

Cyber Maturity: 68.4% (out of 100%)
Healthcare » Highest functions: Recover (83%), Respond (73%)
Cyber Exposure
Ratio Key Security Challenges:
e Medical device security, phishing, HIPAA compliance

Top Mitigation Actions:
» Improve firewall management, intrusion detection,
and staff training

Manufacturing

Cyber Maturity: 57.3% (out of 100%)
Manufacturing  Strong in Recover (74%), Respond (61%)
Cyber Exposure
Ratio Key Security Challenges:
e |ICS vulnerabilities, supply chain compromise, social
engineering

Top Mitigation Actions:
e Remediation scanning, secure application config, OT
segmentation

www.x-analytics.com
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Industry Perspectives:
Sample Industry Spotlights

Financial Services

Cyber Maturity: 62.7% (out of 100%)

Financial Services « High in Recover (78%) and Identify (68%)
Cyber Exposure

Ratio Key Security Challenges:
e Third-party risk, Al-powered fraud, insider misuse

Top Mitigation Actions:

» Fraud detection controls, secure app development,
firewall tuning

Technology

Cyber Maturity: 43.6% (out of 100%)
» Notable strengths: Recover (64%), Identify (53%)

Technology
Cyber Exposure
Ratio

Key Security Challenges:
e Multi-cloud attack surfaces, DevSecOps gaps, high-value
data concentration

Top Mitigation Actions:
e Secure development practices, access control hardening,
monitoring of SaaS supply chain

Note: Additional industry details can be found in the appendix.
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Systemic Risk and the Fragility of Scale
When One Fails, Many Fall

66

In our hyper-
connected
economy, a
single fault
canripple
across
thousands.

9

With businesses increasingly depending on a smaller number of technology
providers and cloud platforms, cyber risk is no longer confined to the
boundaries of a single organization. It has become systemic — capable of
cascading across thousands of entities in a matter of hours. In 2023 and 2024,
this risk came into sharp focus through a series of high-profile events:

e The breach (2023) exposed sensitive data across hundreds of
organizations via a single third-party file transfer platform, showcasing how
a compromise in one vendor can ripple across entire ecosystems.

e The -related outages (2024) demonstrated how a failed
security update could impact global IT systems, halting airline operations,
government services, and Fortune 500 firms - without a single threat actor
involved.

The breach (2024) affected over 165 companies and their
customers, emphasizing how massive cloud platforms can become both
central hubs and single points of exposure.

At the same time, hyperscaler consolidation is intensifying. Google's recent
acquisition of cloud security startup Wiz signaled a continued trend: the largest
providers are absorbing specialized security and infrastructure companies,
raising questions about control, transparency, and resilience.

These events underline a critical and growing concern:

Systemic cyber exposure is no longer a future risk...

It is a present reality.

Organizations must now govern not only their own cyber posture but also the
posture and accountability of the platforms and providers they depend on. This
introduces new questions for boards and executives:

+ How diversified is our operational risk surface?

» What dependencies exist in our digital supply chain?

* What contractual, technical, or financial levers do we have to manage
systemic exposure?

Strategic governance must adapt to this new normal. Risk aggregation across
providers, reliance on centralized cloud infrastructure, and the
interconnectivity of third-party services demand a new lens for cyber
leadership — one that blends operational diligence with systemic foresight.

)
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Strategic Governance and
Market Dynamics

Cyber governance is at an inflection point. For years, it has
been treated as a subdomain of compliance, relegated to
audit preparation and policy documentation. That model no
longer reflects the stakes — or the speed — of today's cyber
landscape. Boards, CFOs, and executive leadership teams
are now expected to engage with cyber risk as a business
imperative, not a technical one.

Strategic governance in this era requires a shift from
retrospective control validation to forward-looking risk
alignment. It calls for a governance model that is not only
reactive to known threats, but proactive in identifying
financial exposure, risk velocity, and systemic dependencies.

The organizations that lead in this space are those that:
e Evaluate cyber decisions through a financial lens
¢ Understand where controls deliver actual loss reduction
e Treat cyber posture as a lever of competitive advantage

This is not about more data — it's about better decision-
making. It's about measuring exposure, not just activity.
It's about aligning cyber efforts with business priorities
and understanding how resilience impacts revenue,
reputation, and operational continuity.

Modern governance must be:
¢ Financially contextualized — presenting cyber
exposure in financial terms
¢ Data-driven — using observed trends and loss
categories to guide investments
¢ Velocity-aware — capable of sensing and responding
to fast-moving threats

In short, it must evolve into a function of enterprise
strategy. Organizations that master this shift will not
only defend better — they'll differentiate, gaining the
confidence of markets, boards, and customers alike.

www.x-analytics.com
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The X-Analytics Advantage

In a risk landscape defined by speed, complexity,
and financial consequence, X-Analytics delivers
clarity. At its core, X-Analytics is a data and
decision platform built to support financially
contextualized, executive-level cyber risk
governance.

Unlike traditional security tools that focus on
events, alerts, or compliance status, X-Analytics
enables organizations to understand cyber risk in
terms of real-world financial exposure. The platform
presents cyber events within a broader economic
frame, helping leaders prioritize mitigation based on
the risks that matter most.

Key capabilities include:
 Financial estimations of loss exposure, broken down by
Data Breach, Business Interruption, Ransomware, and

Misappropriation

 Industry benchmarking, enabling peer comparisons
across 21 verticals

e Control maturity mapping, linked to performance
outcomes and resilience ROI

» Real-time risk modeling, powered by current threat
actor behavior and systemic risk insights

This is not just a cyber tool. X-Analytics is a governance
accelerator — built to inform boardroom conversations, steer
enterprise cyber investments, and translate cyber data into
business intelligence.

As cyber becomes more volatile and interconnected,
organizations need platforms that don't just track threats —
they need platforms that help them decide. X-Analytics is
built for that future.

www.x-analytics.com
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Conclusion

Cyber risk is accelerating - and so must our understanding of it.
Financially and data-driven governance is no longer optional. It's the
only viable path forward in a world where risk velocity can make or
break an enterprise.

This report does not prescribe silver bullets. Instead, it illuminates a
new model of cyber governance - one that is financially grounded,
data-rich, and strategically oriented. The findings across sectors, loss
categories, and governance models make one thing clear: progress is
possible, but it is neither even, nor assured.

The paradox of cyber risk - that resilience is improving while losses
continue to grow - reflects the complexity of the digital economy.
Success will belong to those organizations that not only see the
paradox clearly, but also respond with precision and purpose. Those
that:

e Treat cyber as a board-level, financially understood risk

e Map governance to velocity, not just probability

¢ Allocate investments based on observed outcomes, not
compliance assumptions

The organizations that lead tomorrow are the ones who understand
the risk landscape today - and act with foresight.

Cyber resilience is not about eliminating uncertainty. It's about
managing it with rigor, relevance, and resolve.
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Appendix
Industry Insights Overview ‘

The following summary combines benchmark data with sector-specific insights drawn from the X-
Analytics platform. The table provides a snapshot of each industry's cyber exposure, maturity, and
distribution of loss types. Following the table are brief commentary insights offering added value
and context for each vertical.

Cyber
Maturity

Accommodation

& Food Services 0.75 0.04 0.197 0.041 0.473 432
Administration 0.5 0.023 0.148 0.047 0.283 434
Agriculture 0.87 0.019 0.359 0.123 0.364 42.8
Art/Entertainment 0.93 0.027 0.385 0.098 0.418 432
Aviation 1.38 0.034 0.671 0.149 0.524 46.1
Construction 1.41 0.043 0.246 0.19 0.93 383
Education 343 0.22 0.53 0.131 2.549 43.6
Financial Services 0.91 0.027 0.544 on 0.231 62.7
Healthcare 1.64 0.063 0.906 0.368 0.303 68.4
Manufacturing 1.69 0.049 0.628 0.351 0.665 57.3
Mining 2.29 0.108 0.742 0.893 0.547 442
Other 1.03 0.046 0.573 0.039 0.377 433
HrEeSS e e 162 0.043 0.303 0.281 0.998 433

Services

The table continues on the next page. )
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Appendix
Industry Insights Overview (continued)

Cyber

Maturity

Real Estate 0.79 0.05 0.158 0.14 0.442 46.5
Retail 113 0.013 0.401 0.058 0.663 54.8
Technology 1.79 0.03 0.687 0.373 0.693 436
Transportation 1.36 0.045 0.437 0.166 0.71 46.2
Utilities 1.56 0.056 0.509 0.157 0.839 455
Wholesale 0.28 0.004 0.148 0.057 0.071 436

Note: All data is current through March 2025. X-Analytics updates industry updates monthly.

Commentary Insights:

Healthcare shows the highest overall maturity, driven by regulatory
requirements and focus on patient safety, but also faces the second-
highest ransomware exposure.

Education has the highest exposure overall, with ransomware as the
dominant category - likely due to legacy systems, distributed networks,
and limited investment.

Financial Services maintains relatively low exposure, benefiting from
advanced maturity and heavy investment in proactive risk controls.
Manufacturing has widespread exposure due to operational technology
vulnerabilities, supply chain risks, and ransomware targeting.

Retail faces concentrated ransomware risk with maturity just above the
overall average - highlighting the need for improved digital supply chain
controls.

Technology shows strong risk concentration in business interruption and
misappropriation, reflecting reliance on cloud and intellectual property.
Construction has the lowest maturity score, with ransomware dominating
losses - a sign of limited cyber infrastructure.

Utilities and Transportation carry significant business interruption risk
due to reliance on real-time operations and critical infrastructure.

Real Estate and Professional Services face increasing misappropriation
risk - driven by third-party payment fraud and business email compromise
attacks.

Data Breach (DB): Involves
unauthorized access to or theft
of sensitive data (e.g., Pll, PHI,
credentials).

Business Interruption (BI):
Refers to disruptions in
operations, such as outages
from ransomware or denial-of-
service attacks.
Misappropriation (MI):
Encompasses intellectual
property theft and financial
fraud including business email
compromise and payment
manipulation.

Ransomware (R): A distinct
category highlighting losses
from ransom payments, data
recovery, and business
downtime caused by
encryption-based extortion.
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The views and opinions expressed in this document are meant to stimulate thought and
discussion. As each business has unique requirements and objectives, these ideas
should not be viewed as professional advice with respect to your business.

This document makes descriptive reference to trademarks that may be owned by others.
The use of such trademarks herein is not an assertion of ownership of such trademarks
by Secure Systems Innovation Corporation and is not intended to represent or imply the
existence of an association between Secure Systems Innovation Corporation and the
lawful owners of such trademarks.

Copyright © 2025 Secure Systems Innovation Corporation. All rights reserved. Secure
Systems Innovation Corporation, X-Analytics, and their respective logos are trademarks
of Secure Systems Innovation Corporation.

For Inquiries And
Information About Us

Website :

www.x-analytics.com

Address :

1980 Festival Plaza Dr, Suite 300
Las Vegas, NV 89135 USA

Email address :

info@x-analytics.com

www.x-analytics.com



